Myths and Facts about the HIPAA Privacy Rule
Some common myths regarding the Rule and the facts about what the law actually says.
As of April 14, 2003, health care providers and health plans are required to be in compliance with the HIPAA Privacy Regulation.  Although health care organizations had more than 24 months to implement the Privacy Rule, much confusion and misunderstanding persists.  Without doubt, there may be some real barriers and glitches in the law, but at this stage it is important to clear up the glaring misconceptions.  Following are some common myths regarding the Rule and the facts about what the law actually says.
 
 
Myth #1: One doctor's office cannot send medical records of a patient to another doctor's office without that patient's consent.  
 
“Some doctors' offices refused to fax patient information to Stamford hospital, according to Diane Drozd, director of health information management and patient privacy at Stamford Hospital, because these doctors feared violating HIPAA.”
The Hour (Norwalk, CT) May 5, 2003 
 
“Lengthy and complicated legal forms are now required in order to transfer medical records.”
The San Diego Union-Tribune April 25, 2003 (letter from medical secretary)
 
FACT: No consent is necessary for one doctor's office to transfer a patient's medical records to another doctor's office for treatment purposes.  The Privacy Regulation specifically states that a covered entity “is permitted to use or disclose protected health information” for “treatment, payment, or health care operations,” without patient consent.  
§ 164.502(a)(1)(ii)  
 
 
 
Myth #2: The HIPAA Privacy Regulation prohibits or discourages doctor/patient emails.
 
“Some health professionals are so unsure about how the federal law affects medicine that they are steering clear of online services.  The University of North Texas Health Science Center at Fort Worth, for example, does not allow its doctors to conduct e-mail consultations.” 
Star-Telegram (Fort Worth, TX) August 17, 2002
 
FACT:  The Privacy Regulation actually encourages providers to use alternative means of communication, such as email.  The Regulation states that health care providers “must accommodate reasonable requests” to receive information “by alternative means.”  Therefore, doctors and other healthcare providers may continue to communicate with patients via email.  Both the HIPAA Privacy and the Security Regulation require providers to use reasonable and appropriate safeguards to “ensure the confidentiality, integrity, and availability” of any health information transmitted electronically, and to “protect against any reasonably anticipated threats” to the security of such information.  
§§ 164.522(b)(1)(i), 164.306(a)(1)-(2) 
 
 
 
Myth #3: A patient cannot be listed in a hospital's directory without the patient's consent and the hospital is prohibited from sharing a patient's directory information with the public.
 
“Stony Brook University Hospital, for example, will assume that the comatose patient wants to be completely protected under the regulations.  That means not confirming whether the individual is in the hospital, or divulging the room number, or condition.  Same with Brunswick Hospital Center in Amityville.  That also means no flowers.  And no visitors.”  
Newsday April 14, 2003
 
FACT:  The Privacy Rule permits hospitals to continue the practice of providing directory information to the public unless the patient has specifically chosen to opt out.  The Regulation states that a health care provider, such as a hospital, may maintain a directory that includes the patient's name, location in the facility, condition in general terms, and religious affiliation, and disclose such information to people who ask for the patient by name, unless the patient objects to, or opts out of, having his or her information included in the directory.  Emergency situations are specifically provided for in the Regulation, so if the patient is comatose, or otherwise unable to opt out due to an emergency, the hospital is permitted to disclose directory information and must simply provide the patient with an opportunity to object, “when it becomes practicable to do so.”  Any more restricted uses of directory information, such as requiring patients to ask to be listed in, or opt into, the directory, are either the hospital's own policy or confusion about the Privacy Regulation.  
§ 164.510(a)
 
 
 
Myth #4: Members of the clergy can no longer find out whether members of their congregation or their religious affiliation are hospitalized unless they know the person by name.  
 
“[Clergy] won't be able to get a list of everyone in the hospital, or everyone of their denomination.  ‘It has to be church specific, so we know which church to contact,' [the Privacy Officer] said.”  
Green Bay Press-Gazette April 20, 2003
 

FACT: The Regulation specifically provides that hospitals may continue the practice of disclosing directory information “to members of the clergy,” unless the patient has objected to such disclosure.  Any requirement that the patient must list a specific church or any limitation on the practice of directly notifying clergy of admitted patients is either an internal hospital policy or based on a confused reading of the law.   
§ 164.510(a)(ii)(A)
 
 
 
Myth #5:  A hospital is prohibited from sharing information with the patient's family without the patient's express consent.  
 
“Have you tried calling your mother's doctor this week to ask whether her new medication is what's making her so forgetful?  Unless your mother - or father or spouse or adult child - has cleared it, the doctor can't discuss the patient's care with you.”  
Cincinnati Enquirer April 18, 2003
 
“The misery occurs for distant relatives and friends inquiring about the patient who is sick.  This would be compounded in the case of a natural disaster in which many are injured and friends and relatives seek information from hospitals.  Some of the injured may be comatose and incapable of authorizing release of information.”  
The Columbian (Vancouver, WA) April 19, 2003
 
“The rules also bar family, friends, neighbors, colleagues, clergy and bosses from getting information about the patient's condition and whereabouts without permission.  As of Monday, Salem Hospital must have authorization from a patient or their personal representative before releasing a one-word condition on the patient and their location in the hospital to anyone who asks.”  
Statesmen Journal (Salem, OR) April 12, 2003
 
FACT: Under the Privacy Rule, a health care provider may “disclose to a family member, other relative, or a close personal friend of the individual, or any other person identified by the individual,” the medical information directly relevant to such person's involvement with the patient's care or payment related to the patient's care, in addition to the general directory information.  If the patient is present, the health care provider may disclose medical information to such people if the patient does not object.  If a hospital or other health care provider refuses to provide any relevant medical information to family members, it is again, the hospital policy, and not required by the Regulation.
§ 164.510(b)
 
 
 
Myth #6: A patient's family member can no longer pick up prescriptions for the patient.  
 
“‘We used to give the whole family out to one family member . . . We can't have a husband picking up for a spouse, which upsets a lot of people.'  Close family members, including spouses, won't be able to pick up medical information about the patient, including information about prescriptions, without written permission.”  (According to a Walgreens pharmacist)    
Corpus Christi Caller Times (TX) April 15, 2003
 
FACT:  Under the Regulation, a family member or other individual may act on the patient's behalf “to pick up filled prescriptions, medical supplies, X-rays, or other similar forms of protected health information.”  The Regulation permits the health care provider to reasonably infer that doing so is in the patient's best interest and in accordance with professional judgment and common practice.  In response to concerns about earlier versions of the Regulation, the Department of Health and Human Services issued guidance materials and a press release on July 6, 2001 that explicitly stated that “the rule allows a friend or relative to pick up a patient's prescription at the pharmacy.”  Therefore if pharmacies prohibit this common practice, it is their own policy, not one mandated by the HIPAA Privacy Regulation.
§ 164.510(b)(3)
 
 
 
Myth #7: The Privacy Regulation mandates all sorts of new disclosures of patient information.  
 
“Pyles, who has testified before Congress and serves as counsel to several national home health, ambulatory care, and psychiatric associations, said the privacy rule will put more patient data in the hands of health plans, hospitals, and insurance firms, and other companies that meet the definition of ‘covered entity' or ‘business associate.'  Therefore, an estimated 600,000 entities will have regulatory permission to use and disclose patient data, regardless of the wishes of the consumer, Pyles said.”
The Hill April 9, 2003 
 
“ ‘I don't want bureaucrats from the Dept. of Health and Human Services looking at my records,' said Michael D. Ostrolenk, national coordinator of the Maryland-based Medical Privacy Coalition, a group that advocates for informed consent to protect patients' information from misuse.  ‘The rule puts the Fourth Amendment on hold,' he said, referring to constitutional guarantees against unreasonable searches and seizures.  Under the rule, public health and law enforcement officials have new rights to access patient records without consent, he said.”  American Medical News May 5, 2003

FACT: In most cases, the Regulation does not mandate disclosure to anyone except the individual patient or the Secretary of the Department of Health and Human Services for use in oversight investigations.  Disclosure is permitted, not mandated, for other uses under certain limits and standards, such as to carry out treatment, payment, or health care operations, or under other applicable laws.  Nearly all of these disclosures are permissive, so health care plans and providers may choose not to disclose medical information.
§§ 164.512(f)
 
 
 
Myth #8: The HIPAA Privacy Regulation imposes so many administrative requirements on covered entities that the costs of implementation are prohibitive.
 
“[A] health-care consulting group recently estimated that implementation of HIPAA regulations will cost more than $66 billion, more than Y2K changes cost medicine, and this does not include ongoing compliance training and monitoring once implemented.  No provisions have been made for recovery of these costs to private offices, hospitals and other medical institutions.  HIPAA compliance will add a level of bureaucracy to offices already buried in mandatory paperwork, with the threat of large fines, and even possible criminal prosecution, for noncompliance.  Some experts predict that many offices, and even some hospitals, will have to close as a result of not being able to meet HIPAA requirements.”
Orlando Sentinel August 11, 2002
 
FACT: The White House issued a report in March 2002 estimating the costs of implementing privacy over ten years at approximately $17 billion and estimating the savings incurred from putting the transaction standards in place over ten years at approximately $29 billion, thus saving the health care industry $12 billion overall.  There will be additional savings in the long term because patients will have more faith in the health care system, so they will be less likely to withhold vital information from their doctors, and will more readily seek care.
 
 
 
Myth # 9: Patients will sue health care providers for not complying with the HIPAA Privacy Regulation. 
 
“Lawsuits could be an even bigger problem for the health care industry.  Lawyers are following in the wake of the HIPAA regulations.”
Peoria Journal Star (IL) May 21, 2002
 
FACT: Even if a person is the victim of an egregious violation of the HIPAA Privacy Regulation, the law does not give people the right to sue.  An individual's only federal recourse is to file a written complaint with the Secretary of Health and Human Services via the Office of Civil Rights, and it is then within the Secretary's discretion to investigate the complaint.  HHS may impose civil penalties ranging from $100 to $25,000, and criminal sanctions ranging from $50,000 to $250,000 may be enforced by the Department of Justice.  However, according to the interim final rule addressing penalties, HHS “intends to seek and promote voluntary compliance” and “will seek to resolve matters by informal means.”  Therefore enforcement “will be primarily complaint driven,” and civil penalties will only be imposed if the violation was willful, with the standard being even higher for imposing criminal penalties, so there is not a likelihood of strict enforcement or severe penalties.
§ 160.306(a)
 
 
 
Myth #10: Patients' medical records can no longer be used for marketing.
 
“Well, there's an issue of marketing in general about whether or not your health information can be used to sell you things.  That's basically the marketing issue.  That's been changed several times.  Currently under the rules, marketing is banned.  You would have to give permission in order to be marketed to.”  
NPR: Talk of the Nation – Julie Rovner April 17, 2003
 
“Using the information for marketing, such as promoting one medication over another, is also covered in the law.  Generally, it is prohibited.  ‘There have been certain situations where somebody found their name on a mailing list for a pharmaceutical company and had not given authorization for that . . . Any of those situations that might have happened in the past, those shouldn't occur anymore under HIPAA.'”
Richmond Times-Dispatch (VA) April 14, 203
 
FACT: Use or disclosure of medical information continues to be permitted for health related marketing under the HIPAA Privacy Regulation.  The 2000 version of the Privacy Rule required that patients be notified if the health care provider was paid to communicate about a health related product, be given the opportunity to opt out of future communications, and be informed of the identity of the source of the communication.  The Bush Administration eliminated all of these requirements from the Regulation.  Currently, the only disclosure of medical information for marketing that requires prior authorization by the patient under the Privacy Regulation is that in which the doctor or pharmacy is paid to recommend a product or service that is not related to health.  The Privacy Regulation prohibits “marketing,” however marketing is narrowly defined so that any communication about health related products or treatment is permitted even if the health care provider is paid to encourage the patient to use the product or service.   
 
 
 
Myth #11: If a patient refuses to sign an acknowledgment stating that she received the health care provider's notice of privacy practices, the health care provider can, or must, refuse to provide services.
 
“One patient refused to sign the form last week, she said, until office staff explained that the doctor had no choice but to refuse care without it.  The patient eventually signed the form.”
The Arizona Republic April 21, 2003


“What if I don't sign all these new forms?  The government could prevent your doctor from treating you.”

NewsMax.com April 15, 2003 by Michael Arnold Glueck, M.D., and Robert J. Cihak, M.D.
 
“You will be asked to read the new federal regulation and sign a document stating that you did read the regulations, understand it and agree to the new procedures.  If you don't sign the document your doctor may refuse to treat you and your insurance company is allowed to refuse coverage.”
NewsWithViews.com May 29, 2003 by Derry Brownfield
 
FACT: The HIPAA Privacy Rule grants the patient a ‘right to notice' of privacy practices for protected health information.  It does not grant a right to the health care provider to refuse treatment if the receipt of notice was not acknowledged.  A health care provider or health plan “must provide a notice that is written in plain language” that informs the patient of “the uses and disclosures of protected health information that may be made by the covered entity, and of the individual's rights and the covered entity's legal duties with respect to protected health information.”  The HIPAA Privacy Rule requires a covered health care provider with direct treatment relationships with individuals to give the notice to every individual no later than the date of first service delivery to the individual, to provide a copy of the notice to the patient upon request, to post a copy of the notice in a prominent location, and to “make a good faith effort to obtain a written acknowledgment of receipt of the notice” except in emergency situations.  These are procedural requirements for the covered entity to ensure that notice is actually provided to patients as required by the Regulation.  There are no requirements in the HIPAA Privacy Regulation that the patient sign the acknowledgment.  The acknowledgment of the receipt of notice of the privacy practices is not a consent for treatment.  It is not an authorization for the release of medical records.  It is merely an acknowledgment that the covered entity provided a notice of privacy practices to the patient.  A patient's signature acknowledging receipt of the notice, or her refusal, does not create or eliminate any rights, so it should not be the basis for providing or refusing treatment.
§ 164.520(b)(1), (a)(1), (c)(2)(i)-(iii)
